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Abstract- Due to the fast development of new
technologies, new requirements are being
imposed on a daily basis. The internet is a good
illustration of this. The Internet of Things (1o0T)
is a new technology we've developed to make it
even more sophisticated than it now is. A
variety of smart devices may be connected to
the internet using this technology. Take use of
cloud computing in order to get additional
benefits. The cloud stores all of the data that is
generated, reducing the burden on smart
devices. For communication and security
purposes, edge servers are placed in close
proximity to the linked devices. The goal of this
paper is to use an edge server to speed up
searches in a private cloud. Although all
security features were maintained, there was an
improvement in the time it took to complete an
activity. User engagement and data interchange
may be improved while keeping a high degree
of security thanks to this. In addition, users may
save time by searching for and downloading
data from a secure server.
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Introduction

The term "next generation" is often used to
describe the Internet of Things, or IoT. When
Ashton came up with the concept in 1999, he
was still an MIT student. The Internet of Things
(1oT) will allow you to link any internet-
capable smart gadget to the worldwide web.
There is a lot of interest from a wide variety of
businesses because of the various benefits it
gives. Smart cities, health and fitness, smart
vehicles, smart retail, and other areas of the
economy will benefit greatly from this
technology. In the years leading up to the year
2020, Cisco, a networking giant, anticipates
that there will be fifty billion linked devices on
the planet. When smart physical devices are
employed in an Internet of Things setting, they

generally generate a large quantity of data that
may be used for analysis and processing, both
of which need storage. Both of these operations
need the use of storage space. As a result of its
limited storage capacity, it is unable to support
the creation of intelligent hardware devices.
Because of this capacity's restrictions, this is the
case. In order to solve this problem, the cloud
was able to help us. It is possible to access one's
data from almost anywhere at any time, and
there is a vast array of storage solutions
available thanks to the cloud. In the case of
Internet of Things application devices, this is a
particularly helpful feature since there is a very
modest amount of storage space needed.
Despite this, when these smart devices are used
in Internet of Things (loT) applications, the
cloud is unable to meet all of the criteria for
these devices. This includes support for high
data rates and low latency, high-speed data
access, real-time data processing, and other
features. Edge servers may be used to ensure
that the constraints described before are
adhered to. An edge server is a network node
that is only somewhat reliable, can operate
independently, and must be kept physically
close to intelligent physical things in order to
function. This feature, when used in
combination with an Internet of Things
application, provides the remote access to smart
devices that is needed. Confidentiality, honesty,
and availability, all of which are critical to the
CIA's activities, have been raised as a result of
this data sharing. For the purposes of this
discussion, data are considered secret if they
cannot be read by anybody who is not explicitly
authorised to make use of the data..

It's conceivable that an attacker is behind the
problem if any of these are missing. There is a
risk that this might lead to data breaches,
deletions, theft, or manipulation. An enemy
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may be trying to launch an attack if any of these
are missing. As a result, data transferred
between smart devices is scrambled before
being delivered. To ensure that only authorised
devices may access encrypted data, each device
already possesses the decryption key. The only
way to guarantee that data may be accessed by
authorised devices and only in a secure manner
is to implement data retrieval methods. This is
necessary for the reasons stated above. The
Internet of Things device already has a lot of
work to do, and this security component will
just add to that burden..

Implementation

Most Internet of Things devices need real-time
networking for data transmission, and the
volume of data is substantial. Cameras and lidar
are used extensively in autonomous cars, which
generates 1GB of data every second [1]. Data
collected by 10T devices contain a large number
of user privacy information, such as camera
monitoring records, car driving records,
account information, etc., and there is
significant risk of privacy disclosure and
malicious attacks like Bonet [3], DDoS [4], and
Malware [6] for this personal privacy data. In
sensor networks, key management, a broadcast
authentication, has been used to offer greater
security while using less storage space and
energy. It was in 2003 when Akamai and IBM
came up with the concept of "edge computing"
that relied on edge services. In this paper, as
part of improvement, added the cache memory
concept; whenever a user issue query to the
cloud server, then the cloud server performs a
search operation on store data and sends the
result back to the user. If a user issues the same
query repeatedly, then the cloud server
performs the same operation each time,
resulting in high computation cost and waste of
resources. To overcome this issue, maintain
cache memory for all previous searches.
Whenever the user issues the same query, the
cloud server obtains results from cache memory
instead of repeatedly searching computation.
This technique can save computation cost and
wastage of resources. In the following section,
the system design mention in details through
charts:
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Fig. 2: Screen for Cloud Storage Services.

Fig. 2 shows the Cloud server screen with a
button to display the extension work graph.

See the below screen for a search operation in
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Fig.3: Search Query.

In above screen of Fig. 3 | gave the query as
'gold silver truck’, and this query is not available
in cache, so the cloud server will perform entire
search computation and send the result back to
user.
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Fig. 4: Search Results of search query.

Above the screen, it is showing the search result
in Fig. 4.
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search. Cache RAM was added to the edge
server to do this. Memory for previously saved
data will be created, and the speed of keyword
processing will be boosted. Servers benefit
greatly when a large text file is uploaded. The
first work includes a hash algorithm and a key
agreement procedure to provide security as an
additional outcome parameter. The
improvement shown in the Fig. 8 is compared
to the current approach.

Below is a search screen for the result with
cache memory saving in Fig. 7.

Fig. 5: Search Results.

In the above screen, Fig. 5 at the cloud side
showing status as search not found in cache If |
execute the same query again, then Cloud will
obtain the result from cache seen in Fig. 6.
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Fig. 6: Search Again with Cache.
Results

This is the most important metric, since it
measures how long it takes the edge server to
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Fig. 7: Results for search from Cache.

At cloud side, can see search status in the below
screen in Fig. 8
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Fig. 8: Result in Cloud Server for search from
Cache.

By clicking on the 'Extension Comparison
Graph’ button, one can see execution time for
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the visual graph in Fig. 9.
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Fig. 9: Result Graph for Faster Speed.

In above graph shows that normal search took
from execution time compared to cache search.

Conclusion

This  paper proposes a lightweight
cryptographic and speedier framework for 10T-
enabled smart phones to exchange data on the
cloud's highest level. All security-related tasks
are delegated to PCs on the outside of the city.
This paper examines the current choices for
asset-restricted shrewd gadgets in light of the
conditions outlined above. Despite early
concerns regarding information  sharing
security, a data search architecture was
developed to find the essential data/sharing data
by approved buyers in encrypted databases.
Additionally, the security and speedier
execution study shows that the proposal is
realistic and reduces all companies'
expenditures in our framework for count and
communication.  Encryption has  been
implemented successfully in all cloud storage

types.
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